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Initial Requirements

If you have a work laptop you can skip this step
To be able to access the network externally, please ensure you have the following:

e Sonicwall SMA Agent

o This can be downloaded here: http://itsupport.in-syncgroup.com/hc/en-
us/articles/360024337932-Sonicwall-SMA-Agent

Remote Access Guide Page 2


http://itsupport.in-syncgroup.com/hc/en-us/articles/360024337932-Sonicwall-SMA-Agent
http://itsupport.in-syncgroup.com/hc/en-us/articles/360024337932-Sonicwall-SMA-Agent

Connecting for the first time

The first step is to open Chrome and go to the following site: https://login.in-syncgroup.services

Welcome to the IN-SYNC Group Remote login system

Domain

IN-SYNC A4

You then need to ensure the “Domain” is set to “IN-SYNC” before pressing Next

You will then need to put in your Username (firstname.lastname) and your password:
Login Domain: [N-5YNC

UserlD

Enter usemame

Password

‘ Enter password PO ‘

The first time you log in will require bind with the authentication app (required to be installed in
mobile device).
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Go to App store for iOS users or Play store for Android. Download Authy (if not already installed) or
other equivalent 2FA solution (Google/Microsoft Authenticator). Once installed open the app and
scan the code.

& b
ONICWALL  Secure Mobie Access
Gat a venfication code from the two-facter
authentication app and verify your identity

No two-factor authentication app s bound to
sonscwall@Local. Please bind one,

Install Geoghe Authenticator of [ug on your
phone

. Scan with app or enter Lox

. Enter code from app

W

Code:

LOGIN CANCEL

Scan bar code, once complete bind is done. The app will show a 6-digit code which expires every 30
seconds. You will be required to use the authentication app each time you login to the Remote Access
Portal.

Enter this code in the code field

ol Airtel 4G 4:21PM w 100% .-
Personal Hotspot: 1 Connection

Authenticator + 7

872 782
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Once logged in you will be shown the following screen.

Ij—l IN-SYNC Terminal |:| IN-SYNC Terminal IN-SYNC Terminal
@ Server (Dual Monito... @ Server (MAC) @ Server (Single Monit...
Clickto c Click to connect

Showing 1-5 of 5 records | 12 per page

You can select from the Dual Monitor or single monitor option depending on your monitor
configuration at home.

If you receive this prompt click Installed

DPlease install the SMA Connect Agent.
[Details]

| Download || Instaled || Continue

Another prompt may come up as below:
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Open SonicWall SMA Connect Agent?

[0 Always open these types of links in the azzociated app

Open SonicWall SMA Connect Agent m

Tick the box for “always open these types of links” and press open

You may see one of the following few pop-ups, if one of these appears tick the don’t ask me again
box and press yes

H;E, Remote Desktop Connection

The identity of the remote computer cannot be verified. Do
you want to connect anyway?

The remote computer could not be authenticated due to problems with its
security certificate. k may be unsafe to proceed.

Cerificate name

[l Name in the certificate from the remote computer:
In-TS0Z comp. In-Syncgroup .com

Cerificate emors

The following emors were encountered while validating the remote
computer’s certificate:

/1 The cerificate iz not from a trusted certifying authority.

Do you want to connect despite these cerfficate emors 7

[] Dont ask me again for connections to this computer

View certificate. .. Yes
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If prompted with the below then tick the box “don’t ask me again” and press connect

L% Remote Desktop Connection

? The publisher of this remote connection can't be identified. Do you want to connect
S anyway?

This remote connection could ham your local or remote computer. Do not connect unless you know
where thiz connection came from or have uzed it before.

! Publisher: Unknown publisher
f Type: Remote Desktop Connection
Remaote computer: 127001

Dont ask me again for connections to this computer

= Show Details Cancel

You should now be logged into the terminal server.

Please ensure when you finish your remote session that you log off by clicking start then clicking on
the user icon (in blue), followed by sign out (in red).
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Access Applications

Acrobat Reader DC

Active Directory Replication St...
Adobe Acrobat Distiller X

Adobe Acrobat X1 Standard

Carbonite
Chestysoft csXlmage
Chrome Appos

Change account settings

Lock

I:I Export to Installfware Virtualization

G

Ramma

o 8 M

This ensures that you are not left logged on to the server with any work left open.
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